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Choosing A Suitable 
Digital Rights Solution
A QA Focus Document 
Background
Digital Rights Management (DRM) refers to any method for a designer to monitor, control, and protect digital content. It was developed primarily as an advanced anti-piracy method to prevent illegal or unauthorised distribution of digital data. Common examples of DRM include watermarks, licences, and user registration.

This document provides criteria for assessing a project’s requirements for Digital Rights and guidance for choosing an appropriate solution.

Do I Need Digital Rights Management?

Digital Rights Management is not appropriate for all projects. Some projects may find it useful to protect digital software or content, others may find it introduces unnecessary complexity into the development process, limit use and cause unforeseen problems at a later date. 

Possible reasons for a project to implement DRM may include:

· You wish to identify digital content as your own work (i.e. via copyright notices).

· You are required to notify users of specific licence conditions.

· You wish to identify the users of your site and to track usage.

Before implementing a solution, you should that a) there is a convincing argument to implement digital rights within your project, and b) you possess sufficient time and finances to implement digital rights.
DRM Workflow

To ensure Digital Rights are implemented in a consistent and planned manner, the project should establish a six-stage workflow that identifies the rights held and the method of protecting them. 

1. Recognition of rights – Identify who holds rights and the type of rights held.

2. Assertion of rights – Identify legal framework or specific licensing conditions that must be considered.

3. Expression of rights – Provide human and machine-readable representation of these rights.

4. Dissemination of rights – Identify methods of storing rights information about the object?

5. Exposure of rights – How are rights to be made visible to the user?

6. Enforcement of rights – Identify the methods that will be used to legally enforce rights ownership.

Expression And Dissemination Of Rights
The options available to express, disseminate and expose Rights information require an understanding of several factors:

· The type of content you wish to protect

· The technical measures available to protect the content.

· The purpose and type of protection that you wish to impose.

Projects in the education-sector are likely to require some method of establishing their rights, rather than restrict use. Self-describing techniques may be used to establish copyright ownership for digital derivatives (still images, audio, video) through a watermark, internal record (e.g EXIF JPEG, TIFF) or unique code hidden within the file, or stored separately within a digital repository as a metadata record. Authors are encouraged to use the University Copyright Convention as a template.

© [name of copyright proprietor] [year of creation]

Interoperability
To ensure Digital Rights can be identified and retrieved at a later date, data should be stored in a standard manner. It is therefore wise to be consistent when storing copyright information for a large number of files. Possible options are to store copyright notices in background noise of digital images or within readily identifiable elements within the metadata schema. The Dublin Core Rights Management element is a simple method to disseminate copyright notices when harvesting metadata for e-prints. Complex metadata schemas for media interchange, such as the eXtensible Media Commerce Language (XMCL), offer copyright information at an increased granularity by identifying rental, subscription, ownership, and video on demand/pay-per-view services. The XrML (eXtensible rights Markup Language) may also prove useful as a general-purpose grammar for defining digital rights and conditions to be associated with digital content, services, or other resources. The language is utilized as the basis for the MPEG-21 and Open eBook rights specifications.

Summary

The implementation of Digital Rights is often costly and time-consuming. However, it does provide real benefits by establishing copyright ownership and providing restrictions on the possible uses. The project should choose the protection method that can be implemented within budget, without interfering with legitimate use.

Further Information

· Athens - Access Management Systems, <http://www.athens.ac.uk/>

· Directory for Social Issues in computing – Copy Protection, <http://www.rajivshah.com/directory/Content/Protection_Schemes/Windows/>

· How Much Is Stronger DRM Worth?, Lewis, <http://www.cpppe.umd.edu/rhsmith3/papers/Final_session1_lewis.pdf>

· XMCL, <http://www.w3.org/TR/2002/NOTE-xmcl-20020919/>
· XrML, <http://www.xrml.org/>
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